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@Work Project Sumn Shee Q@M@Work

= EU funded Project
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= Potentially unbounded number of interacting subjects (things,
applications, humans)

= Users/usage:
v Non-ICT skilled users
v Everyday life

* Interaction patterns:

v’ Traditional patterns: planned and long-lived

v 1oT world: short-lived, often casual and/or spontaneous

= Context relevance:

v Actions/requests/data/... analysis can depend from a set of other data sources (i.e.
requestor/provider context)

= Resource constraints

4
T,\TB-SOIUM”S TXTCRS - BODYNETS 2012 SeTTIT Workshop —  September, 24°- 26°, 2012
/s



cess Control for lo

Access Control solutions that:

e face the loT scalability challenge

* are easy to use, easy to understand and easy to manage

e can be deployed on simple devices (e.g.: reduce the amount of supporting data,
communications, etc.)

* are secure
e support advanced features (e.g.: access rights delegation, auditability, ...)

e are flexible
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Urrent Approaches & d Issue G@I')T@Work

= Traditional Access Control models:
v" RBAC (Role Based Access Control):

¢ |dentities

* Roles
* |dentities 2 Roles assighment
e Trust of Identity Providers (IdP) and/or Service Providers (SP)

v' ABAC (Attributes Based Access Control)
e Attribute names
e Attribute meanings
* Identities
*  Trust of IdPs, SPs, Attributes Providers (APs)

= |ssues:

v Usability (in particular in end-user’ centered scenarios)
Do not scale Scalability is a key issue in 10T contexts (explosion of resources/subjects)
Require significant Management effort Management a nightmare in 10T contexts (explosion of resources/operations)

Identity/Right delegation is complex 0T can require complex and efficient delegation chains (many more services
to orchestrate/integrate)

AN NN

Security issues, auditability
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G@ IoT@Work

= Capability based security: what is it?
e isasecurity model in which “... a capability (known in some systems as a key) is a

communicable, unforgeable token of authority. It refers to a value that references an
object along with an associated set of access rights”

/etc/passwd (@

/u/markm/foo Bob

/etc/motd

Access Control List Capability List

= Not a new concept:

/etc/motd

e Levy “Capability-Based Computer Systems” (1984)

e Tanenbaum “Using Sparse Capabilities in a Distributed Operating System” (1986)
e “RFC2693 - SPKI Certificate Theory” (1999)

e Miller “Capability Myths Demolished” (2003)

e Karp “Solving the Transitive Access Problem for the Services Oriented Architecture” (2010)
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pab, Based Security f ( loTeWork

= Xerox Parc Casca Collaboration application:

e Access control for shared virtual spaces

Digital Ecosystem

» Digital Ecosystem (Skinner): . 5 g
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= |BM Trusted Virtual Data Center (M. Factor):

e Capability-based Command Security (CbCS): extension to the SCSI protocol for
access control to networked storage devices
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pability Based Acces ol Prc

= Capability Based Authorization Pros:
v Principle of Least Authority (PoLA) (Least Privilege) is the default

Easy to understand and easy to use for end-users

more fine-grained access control
less security issues (e.g. no Confused Deputy problem)

capability model externalizes the authorization management process

AN N NN

no need to manage issues related to complexity and dynamics of subject’s
identities

= Why Capability in FP7 loT@Work (a factory automation focused

project):

v" many subjects (suppliers, maintainers, etc.) need to access resources in the
production plant

v’ Least Privilege is a must!
v’ need to easily delegate rights and to have full auditability of resource access

v’ need to offload management to face external subjects dynamics
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= The Problem:
v" Bob has to go on holidays

v his house needs some housekeeping while Bob is away
v his neighbour Dave offered to takes care of Bob’s house housekeeping
v

how does Bob currently proceed?

Dave

= |ssues:
v Dave could use the house’s keys for non-envisaged/non-authorized activities
v Dave could make a duplicate of Bob’s keys

v" Bob has no real control on what Dave is doing or could do
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= Bob issues a Capability Token (digital token) to Dave that:

v’ identifies Dave has the only subject entitled to use the token

v’ states what Dave can perform (e.g. monitoring and configuring Bob’s garden
watering system)

v’ states for how many days Dave can do these actions (i.e. token validity period)

Bob’s Smart House

kee,;
* Do
T 3L
Bob’s House Access Token Grant N
" Pros: Bob
v" Dave cannot use Bob’s token for non-envisaged/non-authorized activities

v" Dave cannot pass the token to someone else, nor can use it outside the validity
period
v Easy to understand and easy to use approach (no rules to manage, fire&forget,

)
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= Delegation Support: a subject can grant the right to further
delegate all or part of the granted rights to a third subject

= Capability revocation: capabilities can be revoked by properly
authorized subjects

=  Information granularity: a capability can grant access to a
specific resource specifying also the level of detail granted

= XML representation: Capability Tokens have an XML

representation (i.e. a digitally signed XML doc that can therefore be
transferred by any means)

= SAML/XACML based: we use/extend SAML/XACML for
capability token’s elements

A
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INTERNET OF THINGS AT WORK

R
IpBAC Overall Scen G@ loT@Work

Resource A1

Alice Capabili
Root Capability { ty
p Capability ID: CAp02-XX!!I## Trust
Capability ID: Cap01-X@E$ ) Resource ID: Resource A1
Resource ID: Resource A1 { 1 Issuer: AIMgr@acme.com 3
Issuer: ATMgr@acme.com Assignee: alice@acme.com
Assignee: A1Mgr@acme.com Rights: O
Rights: e * Create (Delegable) — o
*Create (Delegable) *Read (Delegable) Bob Capablllty
*Read (Delegable) * Update (Delegable) | Capability ID: Cap03-##??2?7/
* Update (Delegable) Resource Al * Delete (Delegable) R Resource ID: Resource A1
* Delete (Delegable) Manager alice@acme.com Issuer: alice@acme.com
. IssuerCapability ID: Cap01-X@£$ Assignee: bob@cartoonia.com
(A1Mgr@acme.com) Rights:
* Create
*Read (Delegable)
The Server has: Update (Delegable)
* full visibility of the authorization chain IssuerCapabilty D: Cap02-XXti##

Trust * No need of knowledge of subjects
* No need to authenticate users
* Knowledge of who is accountable for what

Trusy

Resource Al

Operation Request Dave Capability hob@cartoonia.com
Resource ID: Resource A1 Capability ID: Cap04-!'»»>>@@
1 Requester Capability: .... Resource ID: Resource A1

server01@acme.com Requester Signature: .... Issuer: bob@cartoonia.com

(resource controller) Requested Operation: ... Assignee: dave@cartoonia.com
Rights:

/ * Read

IssuerCapability ID: Cap03-##??72/M

&

dave@cartoonia.com
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apBAC Information 0 loTeWork

Bob’s Car Location : :
Access Capability a2 / Information Details Control
Resourse ID: Car Location
Assigner ID: Bob Smith Bob’s Car Location
Q-};:;]?:_ee ISl Epopar Access Capability a1
* Query (DelegablK Resourse ID: Car Location
Granularity: High . Assigner ID: Bob Smith
Since: dd1/mm1/yy1 Alice Cooper Assignee |D: City Traffic Mgm
Until:  dd2//mm2fyy2 (Bob’s wife) Rights:
Auth Capability: Root Capab. * Query
Granularity: Block level
Assigner Signature: $%&@ Since: ddx1/mmx1/yyx1
Until:  ddx2//mmx2/yyx2
Auth Capability: Root Capab.
Bob Smith Assigner Signature: $%&@

(Car’s owner)

Operation Request -
Bob’s Car Engine Data

Access Capability p1 City Traffic Mgm Service

Resourse ID: Car Location

= / Requester ID: TrafMgm@City.xx Resourse ID: Car Control Unit
Assigner ID: Bob Smith
Operation: Query ‘Car Location’ Assignee ID: Maint. Srv Mgr
Requester Rights: Capability a1 Rights:
* Query (Delegable)
Requester Signature: $%&@ * Change (Delegabl
Granularity: High
Since: dd11/mm11/yy11 y
. Until: dd22//mm22/yy22
Operation Request Auth Capability: Root Capab.
Bob’s Car
Resourse ID: Car Control Unit Assigner Signature: $%3@ Dave

Requester ID: MaintSrv@FIAT.it (FIAT Maintenance

Service Manager)

Bob’s Car Engine Data

Operation: Query ‘Engine RPM’ s
P Y o Access Capability p2

Requester Rights: Capability 2

Resourse ID: Car Control Unit
Assigner ID: Dave@FIAT.it
Assignee ID: FIAT Maint. Srv
Rights:

A Greater End User Control
Granularity: High
Since: dd11x/mm11x/yy11x
Until:  dd22x/mm22x/yy22x

Auth. Capability: Capab. p1

Requester Signature: $%&@

FIAT Maintenance Service
(Car’s Manufacturer)

;A';signer Signature: $%&@
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ApBAC Token Characteristics “‘l- G@ JolcHok

Who is generating the Capability

!
| )
4 ]
! |[E] <Ref> :signature [y  Issuer’s Signature
[ | X M L b a s e d :-5-511.111.111.111.11’-

['E| Subject : SubjectType : Who is granted

["E | ResourceID : anyURI : On which resource

.El ["E | AccessRightsCapabilityRevocati... : AccessRightsCapabilityRevocati... !

L 3 3 3 5 5 5 % 35 R F R 8 % % R K K 8 % %} Fodododadoadadadadididd i il -
[E] AccessRightsCapability : AccessRightsCapabilityType : ['E | AccessRights : AccessRightsType LRevocatlon Service URIs

e — = — o e S 2 SRS 0

! @ NotBefore : dateTime |

: ["E | validityCondition : <None> :

] (A | NotOnOrAfter : dateTime

. ———mm—m—————————— |

v

. . ]
I a
: E | IssuerAccessRightsCapability : Issuer’s nghtS

fp. Version : string
(A | AccessRightsCapabilityID : ID

(A | IssueInstant : dateTime

(CT) AccessRightsType

(€T) AccessRightType Delegation Right
T ———
] .
: [ E | PermittedAction : ActionType =/ Granted Rights
o ik s e &
o A iaht : A ightT e S e S S €5 o > o e = > = = -
1.* "E [E] AccessRig e 'E I [[E | Delegable : boolean (A | DelegationDepth : integer :
',-l.s-l.-l.s-l.-n.-;-.-n.-n.-l.-l.s-.-.-;-.-.s-l.-l.s-l.-l.s-l.-l.s-l.-l.s-l.-l.s - iy
Further Constraints (XACML) 0.1 (85l Gonetions o= *2 ' [E] Condition : ConditionType [ !

4
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il
IpBAC Token Charactel

= Token Types:

» Root Capability Token: the 1% in chain Capability
v issued by the Owner of the identified resource

v' Is a normal capability where:
v’ the Granter and Grantee subjects are the same (Issuer == Subject)

v’ The IssuerAccessRightsCapability (i.e. the previous-in-chain capability) is empty!

» Non Root Capability Token: a capability that has a predecessor
v The grants are a subset of its predecessor capability
v’ the Granter and Grantee subjects are normally different

v The IssuerAccessRightsCapability contains the predecessor capability

= Chain of Capabilities:

['E | IssuerAccessRightsCapability ik ‘EE ['E | AccessRightsCapability : AccessRightsCapabilityType

4
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ApBAC Mandatory Fun 2r G@IoT@Work

(J Authorization capability: details granted rights, delegation rights,
the resource, the issuer, grantee

(J Resource manager: service provider in charge of managing the
identified resource

] Service/operation request: set of information to actually gain access
to the resource via the service provide
e .
Access Capability Q21

Access Capability Q1
Resource ID: Service A
Assigner ID:  Alice@Acme.com

Access Capability I'1
Resource ID:  Service A
Assigner ID: Bob@Cartoonia.com

Auth. Capability: Root Capability

nghts: 1E8 ;;signersignature: S%&@
X Nwravarinam A1 (Dalacahila~ |_Ass_igrfrs_ignituf:s_%&_@_ —_— = L _I__________________=I_ _l
. Access Capability (02
Ope ratlon Req uest Capability Revocation L1 —_—
-
g

1
' I
! I
. e 1 Assignee ID: Cartoonia Cust. Service | |AssigneeID: ..
Resource ID: Service 1| Rights: | [ Rights:
- . | * Operation Al (Delegable) * Operation Al
Assigner ID: Alice@A> | o
H H Alice ~ Tg dd1/mm1fyyl 1 tst:'T ‘;ddg};nm;/z’:yl;z
. ince: mml/yy. ntil: mm22/yy.
Ass Ignee I D * Ca rtoon o rvice (Acme Ltd COO) || until: dd2//mm2/yy2 \ | |Auth. Capability: Capability Q1
e

4

I
I
I
I
I
* Operation AZ (Delegable) ||
*
I
I
I
I
I

Resource ID:  Service A

Bob Assigner ID: Bob@Cartoonia.com
(Cartoonia Inc Customer | |Assignee ID: Cartoonia Mon. Service
Service Manager) | Rights:

Resource ID:  Service A
Rev. Capab. ID: Capability I'1
Revoker ID: Bob@Cartoonia.com

Resource ID: Service A
Requester ID: MonServ@Cartoonia.com Revoke Since:  ddx/mmufyyx |

* Operation Al

A_c_me Ld Ser\_m:e A 3 Auth. Capability: Capability Q1 Sim:.e: ddx1/mmx1/yyx1
Capability Revocation Service Revoker Signature: $%&® I |Until: ddx2//mmx2/yyx2
e | Auth. Capability: Capability 01
. . | I o——
ration . "
operatlon: Operatlon A1 | 1 (O 0. Assigner Signature: $%&@
Resource ID:  Service A

Requester Rights: Capability Q2 | | = -----

Requester ID: MonServ@Cartoonia.com
Operation: Operation Al

|
ese g __:_ ? Requester Rights: Capability Q2
Req uester Signature: S%&@ En < : () 1|Requester signature: s%2.@

5

— 4

Acme Ltd Service A Acme Ltd Service A Cartoonia Inc
PDP | I I Monitoring Service

’l
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ApBAC Discretionary oNng G@ JoTeWorls

J Policy Decision Point: service in charge of access request validation
and decision

(J Capability Revocation Request: revokes one or more capabilities

(J Capability Revocation Service: in charge of managing capability
revocations

Capability Revocation L1

Access Capability Q1 Access Capability I'l
o Resource ID:  Service A Resource ID: Service A
Resource ID: Se r\"ce A Assigner ID:  Alice@Acme.com Assigner ID: Bob@Cartoonia.com
Assignee ID: Cartoonia Cust. Service Assignee ID: ...
Rights: Rights:

Rev. Capab. ID: Capability I'1
Revoker ID: Bob@Cartoon

* Operation Al (Delegable) * Operation Al
* Operation AZ (Delegable)
*

— Since: dd11/mm11/yy11
Alice Since: dd1/mml/yyl Until: dd22//mm22/yy22
(Acme Ltd COO) Until: dd2//mm2/yy2 Auth. Capability: Capability Q1
Auth. Capability: Root Capability \

Revoke Since:  ddx/mmx/yyx Fogner s 6 Rsigner signature: $46.0
Auth. Capability: &ide Ltd Service A :-i- ZE;;b;ity-R;m:at;n_Ll_ =5 Resuuricucnfsssg?v?f::iw [5%)
Revoker Signatu ‘\:

Resource ID: Service A 1 Bob Assigner ID: Bob@Cartoonia.com

ev. Capab. ID: Capability T'1 (§artoonia Inc Customer Assignee ID: Cartoonia Mon. Service
Service Manager) Rights:

1
|
[ 1 kerID:  Bob@Cartoonia.
i : . : rvn er ob@Cartoonia.com : * Operation AL
\ I R 1 Hevoke Since:  ddx/mmx/yyx .
\ e :_:_Tenud SETEESA icd Auth. Capability: Capability Q1 | f:":? 3‘;";’}?"1’13“12
apability Revocation Servic Revaker Signature: $%8&@ 1 ntil: - 2/ /mmix2/yyx
| I _A_ - - _| ____________ J Auth. Capability: Capability (21
] a =
| = IDOper:t|°!1 3 Assigner Signature: $%&@
. esource ID: ervice
Acme Ltd SerVIce A 1 T | Requester ID: MonServ@Cartoonia.com
oge . . 1 1 . .
Capability Revocation Service , | Operation:  Operation AL
—_— Requester Rights: Capability Q2
1 G
D
| < 1 &) Requester Signature: $%&@
1
: Acme Ltd Service A Afme Ltd Service A Cartoonia Inc

PDP Monitoring Service
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G@ IoT@Work

Currently using a stand alone Java-Based Wizard that guides the user
(SO anNyoNe Can rUN it) (s e cmsissmissem SIS

P e e e
__________ Access Capability Completion Status I/ \
1 Progress 1 I 1 loT@Work \
I I 5% I\ =/
1 B
' welcome 1N e 1
: Access Type Selection 1 : rIoT@Work - Capability Based Authorization I
’ |
| Root Access Capabiity | | Please choose the Capability Type :
| Access Capability 1 | |
| ; )
I | Certificate Selection 1 : ® Root Access Capability |
1 Access Capability Creation | 1} Access Capability |
_________ " LS e e s oo

T

e-solutions

HV Wmmr“mﬂi%:’mq s @ Back g; Next | ¢ Finish | L@ Cancel |
[

T B Ea—
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ApBAC Access Token atic G@ JoTeWorls

Access token generation is not a security sensitive operation (so anyone
can generate tokens) e e - =

Access Capability Completion Status
Progress IoT@Work
I | (G lefemork )

Welcome
Access Type Selection r [eT@Work - Capability Based Authorization
Root Access Capability Create Root Access Capability

Access Capability

. . Issuer ™
Certificate Selection bob@cartoonia.com

Access Capabiltty Creation

Assignee |bob@car‘tooma.com |
Revocation Services |ht‘tps:)’fwvw\t.bctgroup.comz’Sam:|'| ‘ o Add | | (€3 Remove |
Resource ID Type |TXTSimuIator 2t Plugins :: ResourcelD & HTTP '|
Resource ID * |ht‘tp:f.fhouse.Bob.mE..fENS?Namespace:Garden&Pattern:‘ | | Set |
- Access Rights
[ Permitted Action | Delegable ‘ li|‘F Add |
Il [Configure
U Monitor __J Copy
|
- Validity Condition
Powered by Mot Before * | 18 September 2012) | | Select 00:37:13.470 +0200
I V/ I Not After* | 18 September 2050] 09:37:13.739 +0200
&
{
e-solutions

Wizard version: 0.0 Back
Capabilty schema version: 3.7 E

|@Na¢| |JFinish| |§Cancei
ol e [ e ———————————dl

A
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o
IpBAC Access Token GE

G@ IoT@Work

No big differences between Root Tokens and Non Root ones

-
% loT@Work - Capability Based Management

S

-
%3 loT@Work - Capability Based Management

=B . |

Access Capability Completion Status

Access Capability Completion Status

Progress loTeWorlk Progress IoTeWork
| | (2 Ll ™ | (52 Lotk
Welcome Welcome
Access Type Selection ToT@Work - C: Based Authorization Access Type Selection loT@Work - G Based Authorization
Root Access Capability Create Root Access Capability Root Access Capabilicy Create Access Capability
Access Capability Access Capability
B
Certfficate Selection SUer bob®cartoonia.com Certificate Selection Issuer |bob@cartoonia.com ‘
Access Capability Creation Access Capabilicy Creation
I Assignee ™ |dave@(artnnnia.(nm ‘
Assignee |bob@cartooma.com |
%509 Issuer Name | |
Revocation Services |https:ﬁwww.bctgmup‘com.-fSem:|'| | l# Add | ‘ (&) Remove ‘
X509 Serial Number | |
Resource ID Type |TXTS|mu\atur :: Plugins :: ResourcelD :: HTTP "
Revocation Service |httpsc/fwww.bctgroup‘comfiervic&VTot@WorkfRevo:ationSErvicE... v|
ResourceID * |http:ffhouse.Bob‘mafENS?Namespace:Gardeﬂ&Pattem=| | || Set ‘
{ Resource ID |http:f."housa.Bob.mafENS?NamE;pace:Garden&Pattern:Mgm ‘
Access Rights
| Permitted Action ‘ Delegable | lﬁ‘F Add | Access Rights
| CDHF_‘QME Authorized Action Name Authorize Delegate
f Monitor O
Start "
i Monitor
| _ Start O
| Stop O
Validity C
| Powered by Not Before* | 18 September 2012] | ] select| [ 09:3713470 -0200] Powered by I
x/ Validity
| Not After ™ 18 September 2050 09:37:13.739 +0200| V
I I oA s = Not Before * 23 September 2012] | | Select 09:57:58.412 +0200
i / I F 4 4
e-solutions e-solutions Mot After * 28 September 2012] |~ Select 09:57:58.512 +0200
i

| @ Back

| @ Next| ‘ J Finish | | @ Cancel

Wigsrd version: 2.0.0
Capabilty schema version: 3.3

‘ @ Back

| @ Next| | AJ Finish | ‘ 0 Cancel
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ApBAC Access Token ation (4 G@M@Woﬂt

Tokens are digitally signed XML docs

No real constraint to have a PK| [ ereve-cmsi s varsgenen = =

Progress Access Capability Completion Status m
I (1 feretert )

Welcome

Access Type Selection rIoT@Work - Capability Based Authorization

Root Access Capability Access Capability

Access Capabilty

Certificate Selection Wait for tha Assertion to be created.

Access Capability Creation

. ) Accessrights capability successfully created and verifie
Revocation tokens are generated witha similar Wizard

- Access Rights Capability created

What do you want to do now?

Save your Access Rights Capability Assertion
View your Access Rights Capability Assertion

Powered by

T

e-solutions

- == "'z'i':o s 2.7 | e Be-_'l-'.| | e Next | | J Finish ‘ 9 Cancel |

| N 2 T ———————————————— |

E
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vacy in Capability Authorizatic

E— Access Capability Al

Resource ID: http://www.SYP.com/photo341

- reoger b pmamrgor o
= E ted capability S | ~
n C ry p e C a a I I RI?E:‘?:I'P GET (Delegable)

* HTTP PUT (Delegable)

Operation Request Bob

Resource |D: http:/iwww.SYP.com/photo341 Access Capability A2
Requester ID: PrintingService@HQP.com

Resource ID: http://iwww.SYP.com/photo341

Operation: HTTP GET Assigner ID: Nym040@Alfa.com
Requester Rights: Capability A2 Assignee ID: PrintingService@.HQP.com
Rights:

Requester Signature: $%8@ *HTTP GET

Since: dd1x/mm1x/yy1x
Until: - dd2x//mm2x/yy2x

Auth. Capability: Encrypt(Capab. Al)

."\"s.signer Signature: $%&@

1 «Share Your Pictures»:
: Community Service 1
: (www.SYP.com) :

| «<High Quality Pictures»
I Printing Service
1 (www.HQP.com)

= Anonymous IDs ~-_ or

"'--___ [ - z Bob

-_— - _§
———] Access Capability Q1
Resource ID: Service A A

Assigner ID: Alice@Acme.com
Assignee ID: Nym01@XYZ.com Bob Nym
Rights:

* Operation A1 (Delegable)

* Operation A2 (Delegable)

Alice

Sinéé: dd1/mm1/yy1
Until: - dd2/fmm2/yy2
Auth. Capability: Root Capability

Assigner Signature: $%&@
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ApBAC Current Status

All development Java based

* Tools/Libraries:
v" Wizards (tools to be made available to all potentially involved subjects):
* Create Capability Tokens (or Capability Revocation Tokens)
v Client/Server OSGi compliant library:
* Manages capability selection on the client side

* Manages access request validation on the server side

* Implements loT@Work ENS Authorization handshake (to be adapted for other services)

= CapBAC services:
v loT@Work ENS Authorization Service: can be used as a mock-up
v" CapBAC PDP Service: checks requests against capability revocations
v' CapBAC Revocation Service: manages capability revocation’s requests

v' Client/server demo apps
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ApBAC Open Issues

= Knobs tuning:

v' loT@Work Capability provides many Knobs: Validity period, Assigned rights,

Capability revocation, Delegation, Delegation depth, Resource Granularity , ...

= Capability Tokens:

v" XML verbosity

v’ EXI (Efficient XML Interchange) usage: CoAP, EXI<—> XML interoperability

v" More efficient encryption techniques (ECC, Id Based Encryption)

v’ issued capability tokens repository

v’ Digital Ecosystem approach to capability tokens generation for loT (??)

= Usability:
v" Current wizards effectiveness
v" Mobile devices usage

= Real Contexts Validation:

v loT@Work pilots
v FP7 loT6
v" Other contexts
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Thanks for your attention!

Questions????
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